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The IT Management Challenge and

the Need for Automation

IT organizations from every sector are facing the challenge of meeting
exceedingly high standards for systems reliability, cost-effective operations, and
customer service. Competitive pressures and customer demand from both
internal and external users allow no room for mistakes in IT operations.

To meet this challenge there are several industry-wide efforts to define
approaches and standards for specifying best practices for IT management.
Foremost among them is ITIL (Information Technology Infrastructure Library)'
which is a set of books published by the UK government defining best practices
guidelines for a wide range of IT management activities from how to run a help
desk to how to integrate the configuration management and change
management processes. An associated British standard BS 15000 provides a way
to certify compliance with ITIL.2

The itSMF (IT Service Management Forum) is an international user-centered
organization providing educational activities surrounding ITIL.> Microsoft has
derived from ITIL their version of best practices called MOF (Microsoft
Operations Framework).”

Figure 1 shows the key processes defining ITIL along with samples of Key
Performance Indicators (KPIs) for each process. The importance of the KP!I
approach is to be able to measure the quality of IT management and to be able to
show the results of continuous improvement processes through specific metrics.
The ITIL processes are collectively referred to as Service Management, with two

subsets referred to as Service Support and Service Delivery as shown below.

Incident Management

Percentage increase in the Incidents
resolved by first line operatives

Reduction in the service unavailability
caused by Incidents

Percentage increase in the Incidents
fixed before Users notice

Problem Management

Percentage reduction in repeat
Incidents/Problems

Percentage reduction in average time
to resolve Problems

Reduction in the business disruption
caused by Incidents and Problems

Change Management

Percentage reduction in unathorized
Changes detected

Percentage reduction in average
time to make Changes

Reduction in both the schedule and
unscheduled service unavailability
caused by Changes

Service Support

Release Management

Percentage reduction in the Releases
causing Incidents

Percentage implementation of
Releases at all sites, including remote
ones, on time

Percentage reduction in the average
cost of handling a Release

Configuration Management

Percentage reduction in numbers of
Configuration Item attribute errors
found in Configuration Management
Database (CMDB)

Improved speed of component
repair and recovery

Reduced percentage of Change
failures as a result of inaccurate
configuration data

Service Level Management

Percentage reduction in SLA
targets missed

Percentage increase in
completeness of Service Catalogue
versus operational services.

Percentage improvement in the
Service Delivery costs

Availability Management

Percentage reduction in the
unavailability of services and
components

Improvement in the MTBF (Mean
Time Between Failures)

Reduced time to complete (or
update) a risk analysis

Service Delivery

Capacity Management

Percentage reduction in the number of
Incidents due to poor performance

Reduction in the over-capacity of IT
All new services are implemented

which match Service Level
Requirements

IT Service Continuity Management

Regular and comprehensive IT Service
Continuity Plan testing

Overall reduction in the risk and impact
of possible failures of IT services

Ensure that all IT Service areas and
staff are prepared and able to respond
to an invocation of the IT Service
Continuity Plan

IT Financial Management

The inventory schedules are kept
up-to-date

Relative reduction in the Total Cost
of Ownership

Meeting of monthly, quarterly, and
annual financial objectives

Figure 1 - Sample Key Performance Indicators for ITIL Service Management®




Implementing best practices in IT processes such as defined by ITIL requires
accurate information and perfect execution across thousands of software
components. As such, manual processes are not acceptable - and automation
solutions are required.

The Cohesion application management system is an IT automation solution
supporting the attainment of many of the Key Performance Indicators
recommended by ITIL. This paper will outline the capabilities of Cohesion as
applied to the best practices recommended by ITIL. Cohesion is of great benefit
to the success and quality of IT management whether or not ITIL is the formal
basis of the organization’s IT processes.

The Cohesion Solution for IT Management

Cohesion 3.0 delivers proactive, policy-based change, configuration and
compliance management across complex, distributed enterprise infrastructures.
Cohesion provides IT service management personnel with an integrated way to
automatically discover and track applications, create policies, compare and audit
actual systems against reference systems, and manage change and
configurations for hundreds of applications and services across the enterprise.

Cohesion is a “blueprint-based” application management system which allows
support across all platforms for both custom and purchased applications.
Blueprints embed the knowledge necessary to manage each software
component including how to identify the component, what data to collect about
the component, means to execute standard operations on the component, and
documentation. Cohesion comes with a library of blueprints supporting all major
operating systems, database systems, application servers, and many standard
enterprise applications. Blueprints are easily created for custom applications.

Figure 2 shows key features of Cohesion and key uses with respect to ITIL
processes. Central to Cohesion is its SMDB (Service Management Database])
which includes the ITIL-defined CMDB (Configuration Management Database)
plus more as follows:

e CMDB: Cohesion discovers and collects detailed configuration data for
every application component from every managed system. Data is
collected according to the blueprint from many sources including
standard file formats (such as text and XML), registry settings, relational
databases, and proprietary file formats (such as Microsoft [IS metabase).
Historical snapshots of all information can be maintained and an audit
trail is recorded for all changes initiated from within Cohesion. Figure 3
shows a sample detailed view of the configuration information for a
multiplatform application.




e Best Practices Rules: Cohesion’s blueprints support the inclusion of
best practices, corporate standards, and regulatory compliance policies
as rules for all aspects of system and application configuration. Rules are
easily created and modified - and can apply to just one server or all
servers supporting an application. Figure 4 shows the results of running
the rule compliance function against a set of web servers in which
warnings are displayed with recommendation on how to correct the
default and insecure installation.

e Business Services Data: Business services data can be associated with
each component for analysis and reporting. Such data includes
ownership, location, and business processes supported by the
component. The business attributes to be stored in the SMDB can be
easily customized. Figure 5 shows a report of components supporting a
specific business service.
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Figure 2 - Cohesion and ITIL Service
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Figure 5 - Business Services Data

Surrounding the SMDB are active processes provided by Cohesion including:

Discovery: Cohesion supports auto-discovery of all blueprinted
components. An initial discovery can provide an accurate inventory view of
what is actually installed on all managed servers. Scheduled refreshes
can keep the data up-to-date and create historical snapshots. The
discovery process creates relationships between components according
intelligence in the blueprints and the discovery automation. Figure 6
shows the results of the discovery process in a report.

Analysis: A rich set of analysis capabilities are provided by Cohesion
including change detection, verification of rule compliance, and reporting.
Change detection can compare a server across time, or can compare
similar components on different servers. Rule compliance and change
detection can be done on a schedule and integrated with email and other
monitoring systems to provide immediate notification on compliance
failure. Figure 7 shows the result of change detection.

Active Change: Configuration settings in files, registries and proprietary
formats can be changed directly through Cohesion’s access-controlled
interface. Changes can be linked together into a change job integrated
with calls to system commands and external programs as needed. The
change job can be applied to either one server or all servers supporting
an application, and can be locked pending approval. All changes are
saved in a history and can be “undone” with a single click. Figure 8 shows
a screen for entering a configuration change.
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Figure 8 - Cohesion Active Change

Cohesion in Support of ITIL

With respect to the ITIL processes, Cohesion provides the following capabilities
supporting in each case the Key Performance Indicators included in Figure 1:

e Configuration Management and Change Management: Accurate and
always up-to-date configuration data is crucial to populating the SMDB.
Cohesion’s blueprint-driven discovery capability is unmatched in its
accuracy and depth of data retrieved. Once the SMDB is populated,
auditing, change detection, and reporting gives analytical capabilities to
assure that all configurations are set according to corporate standards.
Change detection can highlight any unauthorized changes while reporting

against business services data shows the business impact of changes.

Release Management: As applications move from development to test to
production, misconfigured or incompatible elements are often introduced
causing mission-critical applications to slowdown or fail. Cohesion can
prevent such failures by performing audits to corporate and application-
specific standards. Cohesion can identify any differences between
certified test systems and the production deployment to catch errors
before the systems are put online. Customizable Cohesion blueprints
guide configuration requirements from development through production.




e Problem Management and Incident Management: Cohesion’s role-
based web-based interface allows appropriate access from service desk
personnel to developers and system administrators. Cohesion provides
trouble-shooting capabilities through both high-level analysis and drill-
down examination of detailed configurations to pinpoint causes of failure.
Once a cause is determined, rules can be put in place to avoid any repeat
of the failure. When the cause of the failure is due to a configuration
setting, Cohesion’s active change capability can correct the setting on one
machine or across a deployment.

e Availability and Continuity Management: Downtime can be proactively
prevented with Cohesion by using its rules-based auditing facility with
every change and release process. Continuity management requires that
back-up sites are configured properly to work instantly when needed in
an emergency. Cohesion allows detailed comparisons between the
working production site and the backup site to make sure that recovery is
fast and services are maintained.

e Financial and Capacity Management: Cohesion’s discovery capabilities
allow a detailed and always up-to-date inventory of all software and
hardware components across the managed network. The inventory can be
used to assure that systems are configured according to standards and to
feed an application portfolio analysis.

e Service Level Management: Cohesion’s auditing and reporting
capabilities allow compliance monitoring with corporate standards for
system and application configuration. Cohesion’s integration capabilities,
such as through SNMP and XML, allows integration with deployed service
level monitoring and management tools.

Advancing IT Management Best Practices
through Automation

Approaches such as ITIL define best practices for IT management. These
practices need to be supported by automation capabilities to support the
complexity of distributed applications in a timely and accurate fashion. As shown
in Figure 9, people, processes, supporting data in the SMDB, the managed
systems, and the automation must lock together like a jigsaw to provide the best
possible level of IT services.




SMDB Systems

Figure 9 - The Role of Automation in IT Management

Cohesion is defining a new level of best practice for application management
automation. This automation can be leveraged across the IT management
processes and across the many roles in the IT organization. Through its
advanced multi-platform support, customizability, and integration linkages,
Cohesion can allow IT organizations to meet the challenge of providing
exceedingly high levels of systems reliability, cost-effective operations, and
customer service.
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